Introducing SAP® Data Custodian Key
Management Service

Cloud-Ready Encryption and Key Management
as a Service
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With the proliferation of new security threats and the rise of global data protection
regulations, your organization needs to maintain confidentiality, integrity, and data
authenticity now more than ever. And data loss prevention, encryption, and key
management are top data security priorities. That means your enterprise requires
a solution that can address data challenges including the inability to obtain total
control of encryption keys and data, malicious insider attacks, and government
compulsion.

To combat these challenges, organizations are secure the keys. Existing key management and
increasingly leveraging multiple clouds for their hardware security module solutions using proprie-
applications. They are embracing new use cases  tary hardware and software are no longer effective
such as multi-cloud encryption, enterprise-wide  inthe modern era. To protect your data, you need
single key management policy, at-speed transport  an independent key management service that is
layer security termination, Internet-of-Things key  segregated from the cloud providers hosting your
management, distributed public key infrastructure data. The SAP® Data Custodian key management
systems, and secure manufacturing. Encryption  service can get you there.

can help protect data, but the challenge is how to
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Key Management

The SAP Data Custodian key management

service provides a secure key management service,
which protects data in public, private, hybrid, or
multi-cloud environments, simplifying provisioning
and control of encryption keys. It provides cloud
scalability and secure key storage, addressing
performance as well as governance, risk, and com-
pliance requirements at the digital edge, close to
clouds and carriers.

With it, you can provision next-generation key
management service functionality at the click of
a button. Built using FIPS 140-2 level 3 certified
hardware, it meets both compliance and security
requirements with all the ease of software as

a service.” The key management service offers
first-of-its-kind central tamperproof logging

and RESTful APls.

UNMATCHED SECURITY

The key management service fulfills the
segregation-of-duties security principle where
keys are managed separately from the cloud pro-
vider hosting your data. Key access is restricted
to authorized owners, protecting against insider
attacks and exposure in a shared cloud infrastruc-
ture. Even if the host operating system is compro-
mised and the root user is malicious, you keep
cryptographic control of all your assets. That
means it eliminates the risk of compromise in
shared infrastructures, thanks to complete key
confidentiality, even from the service providers.

This architecture protects you from unauthorized
disclosure of your data, such as compliance with
a subpoena without customer knowledge or
approval.

Key access is restricted to authorized owners,

protecting against insider attacks and expo-
sure in a shared cloud infrastructure.

*FIPS validation pending
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Why SAP Data Custodian
Key Management Service

With the key management service, enterprises can
protect data in public, private, hybrid, or multi-cloud
environments and simplify provisioning and control

of encryption keys while keeping keys at the digital
edge — in close proximity to the data. You also receive
multisite and hybrid cloud support, including support
for a single, enterprise-wide key across your cloud and
IT data center. And you can take advantage of private
connectivity options for your public cloud deployments.
With the key management service, you get centralized
management capabilities with enterprise-level access
controls and audit logging.

The key management service supports your compliance
with global data protection and data localization legisla-
tion, including the General Data Protection Regulation,
or GDPR, with key management capabilities that
include regional isolation.

Try it now.

With the key management service,
enterprises can protect data in
public, private, hybrid, or multi-cloud
environments.
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https://www.sap.com/products/data-custodian.html

Data Custodian

The SAP Data Custodian key management service When used alongside the SAP Cloud portfolio,

is a feature of the SAP Data Custodian solution, SAP Data Custodian can help mitigate security
which is designed to support organizations that concerns and enable you to move to the cloud
wish to move to the public cloud or use cloud with confidence. SAP Data Custodian includes
applications from SAP, but have concerns about the following features:

data protection, legislative compliance, and « Public cloud data transparency

handing control of their business data to third- « Data placement, movement, and access
party organizations. SAP Data Custodian is controls

designed to give public cloud users similar * Public cloud anomaly detection with alerts
transparency and control over their public cloud and notifications

resources and applications that were previously « Public cloud inventory management
available only in private cloud or on-premise  Contextual cloud access controls
configurations, as seen in the figure. The key * Access controls to cloud offerings from SAP,

management service extends the data protection including SAP S/4HANA® Cloud
capabilities of SAP Data Custodian to provide pro-  « Independent key management service and
tection against inside and external data breaches encryption

and unauthorized access to data by third parties.  « Incident management

Figure: Architecture of the SAP Data Custodian Key Management Service
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SAP° Data Custodian Key Management Service

Europe, the Middle East, and Africa

United States Asia Pacific and Japan

RESTful AP!

Amazon Web Services
Microsoft Azure

SAP Ariba® solutions SAP HANA?® Enterprise Cloud Google Cloud
SAP SuccessFactors® solutions SAP Cloud Platform Alibaba Cloud
Hyperscalers
AES - Advanced encryption standard 3DES - Triple data encryption standard Saa$S - Software as a service
DES - Data encryption standard HMAC — Hash-based message authentication code

To find out more about the SAP Data Custodian key management service, visit us
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https://www.sap.com/products/data-custodian.html

Follow us
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No part of this publication may be reproduced or transmitted in any form
or for any purpose without the express permission of SAP SE or an SAP
affiliate company.

The information contained herein may be changed without prior notice.
Some software products marketed by SAP SE and its distributors contain
proprietary software components of other software vendors. National
product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for
informational purposes only, without representation or warranty of any
kind, and SAP or its affiliated companies shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP or
SAP affiliate company products and services are those that are set forth
in the express warranty statements accompanying such products and
services, if any. Nothing herein should be construed as constituting an
additional warranty.

In particular, SAP SE or its affiliated companies have no obligation to
pursue any course of business outlined in this document or any related

presentation, or to develop or release any functionality mentioned therein.

This document, or any related presentation, and SAP SE's or its affiliated
companies’ strategy and possible future developments, products, and/or
platforms, directions, and functionality are all subject to change and
may be changed by SAP SE or its affiliated companies at any time for
any reason without notice. The information in this document is not a
commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks
and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these
forward-looking statements, and they should not be relied upon in making
purchasing decisions.

SAP and other SAP products and services mentioned herein as well
as their respective logos are trademarks or registered trademarks of
SAP SE (or an SAP affiliate company) in Germany and other countries.
All other product and service names mentioned are the trademarks of
their respective companies.

See www.sap.com/copyright for additional trademark information

and notices.
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https://twitter.com/sap
https://www.facebook.com/SAP
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP
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